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2.  METHODOLOGY TO IMPLEMENT AND AUDIT OF  
A PRIVACY MANAGEMENT SYSTEM CONCERNING 
MONITORING IN EMPLOYMENT RELATIONSHIPS






pertaining to employee monitoring should be.
Having studied the German and Hungarian regulation on data protection in 
HPSOR\PHQW UHODWLRQVKLSV LQ SDUWLFXODU PRQLWRULQJ HPSOR\HHV ZLWK WHFKQLFDO
HTXLSPHQWWKHFRQFOXVLRQFRXOGEHGUDZQWKDWJHQHUDOUXOHVZHUHTXLWHUDUHLQD
UHJXODWRU\HQYLURQPHQWEDVHGRQIUDJPHQWDU\FDVHODZ7KHODZIXOQHVVRIWKHXVH
RI D GHYLFH IRU PRQLWRULQJVXUYHLOODQFH LQ D ZRUNSODFH GHSHQGV RQ WKH DFWXDO
features of the given case: the nature of employment, the provisions of all the rules 
and regulations concerning to the given employment relation (including both the 
general and sectoral data protection rules and the special rules pertaining to 





HQVXUHV WKDW WKHDFKLHYHPHQWVRI WKH UHVHDUFKSURJUDPFDQEHDSSOLHG LQDZLGHU









&RQGXFW:HGHYHORSHG WZRQDWLRQDO&RGHVZLWK VRPHZKDW GLIIHUHQW DSSURDFKHV
ZLWKLQWKHIUDPHZRUNRIWKHSURMHFW
7KH &RGH IRFXVLQJ RQ +XQJDULDQ MXULVGLFWLRQ ± GXH WR WKH ODFN RI VHFWRUDO
UHJXODWLRQDQGIUDJPHQWDU\OHJDOSUDFWLFH±LVLQIDFWDNLQGRIDLGIRUWKHLQWHUSUHWDWLRQ
DQG LPSOHPHQWDWLRQ RI WKH XQLYHUVDO &RGH RI &RQGXFW ,W VSHFL¿HV QR IXUWKHU
QRUPDWLYHUXOHVRUDWOHDVWRQO\DIHZLWUDWKHUFROOHFWVZKDWRWKHUVRXUFHVRIODZ
pertaining to a given issue must be taken into consideration.











,WIROORZVWKDWWKHUROHRIWKH&RGHLVQRWWRIXQFWLRQDVDPRGHOODZ66 and make it 
SRVVLEOHIRUWKHHPSOR\HUWRDGRSWLWZLWKRXWDQ\IXUWKHUPHDVXUHVDVWKHLQWHUQDO
UHJXODWLRQ RIPRQLWRULQJ LQ HPSOR\PHQW UHODWLRQVKLSV ,QVWHDG WKH&RGH WULHV WR
regulate data protection issues at local level by establishing a data protection 
PDQDJHPHQWV\VWHPPRGHOOLQJRQ,62VWDQGDUGVLQSDUWLFXODU,62DQG,62
27001 and provides guidelines for it.67
7KH&RGHRI&RQGXFWRQO\SDUWLDOO\GHVFULEHVZKDWDQHPSOR\HUFDQRUFDQQRWGR
ZKLOHPRQLWRULQJHPSOR\HHVLWUDWKHUSODFHVWKHHPSKDVLVRQKRZWKHHPSOR\HUFDQ
GHYHORS D V\VWHP ZKLFK LQ WKH HQG JXDUDQWHHV WKH ODZIXOQHVV RI FRQWURO DW WKH
ZRUNSODFH
66  ,WVKRXOGEHQRWHGWKDWVRPHVSHFLDOPRGHOUHJXODWLRQVIRUWKHLQWHUQDOUHJXODWLRQRISDUWLFXODU








7KH DGYDQWDJHV RI DQGPRWLYDWLRQV IRU GDWD SURWHFWLRQ DXGLWLQJ DQG FHUWL¿FDWLRQ
have already been described,68 nevertheless it should be emphasised that only 
PHWKRGVUDLVLQJWKHDFWXDOOHYHORIGDWDSURWHFWLRQZKLFKGRQRWLPSRVHXQUHDVRQDEOH
REOLJDWLRQV RQ WKH RUJDQLVDWLRQV FRQFHUQHG DUH ZRUWK HODERUDWLQJ 7KXV ZKHQ
GHYHORSLQJWKH&RGH LWZDVDQLPSRUWDQWDVSHFW WKDW WKH&RGHFDQEHLQWURGXFHG
JUDGXDOO\ DW WKH FHUWDLQ GDWD FRQWUROOHU DQG±PDLQO\ WKH¿UVW VWHSV ± VKRXOG QRW








The implementation of the Code can basically be carried out by establishing a data 
SURWHFWLRQPDQDJHPHQWV\VWHPIRUPRQLWRULQJHPSOR\HHVZLWKWHFKQLFDOGHYLFHV,Q
this research data protection management system does not mean a requirement 
FRQFHUQLQJDFHUWDLQWHFKQLFDOV\VWHPWKLVQRWLRQFDQEHGH¿QHGOLNHWKHQRWLRQVRI
quality control and information security management systems. A management 
system is a system to establish policy and objectives and to achieve those objectives.69 





protection management system and the other management systems except that legal 
and not technical requirements pertain to it.
The major steps of establishing a data protection management system on the basis 
of the Code are:
1) Collecting the binding rules applying to the given organisation.
2) Preparing the appropriate internal documentation.
3) Adjusting the actual operation of the organisation to the documentation.




2.2.1. Collecting the binding rules
,WLVH[SUHVVO\KLJKOLJKWHGLQWKH&RGHWKDWLWVKDOOQRWUHSODFHDQ\ELQGLQJUXOHVDQG
UHJXODWLRQVRIWKHJLYHQVWDWHPRUHRYHURQHRIWKH¿UVWVWHSVWKHRUJDQLVDWLRQKDVWR
take in the process of the implementation of the Code is to collect all relevant rules 
DSSO\LQJWRPRQLWRULQJLQHPSOR\PHQWUHODWLRQVKLSV7KHVHLQFOXGH¿UVWRIDOOWKH
general and sectoral data protection statutory instruments, statutory instruments 
pertaining to employment relations, further special rules and regulations of the 
given industrial sector (collective agreements, codes of conduct of the industrial 
VHFWRULQVWUXFWLRQVLVVXHGE\WKHVXSHULRURUJDQHWFDQG¿QDOO\WKHXQLYHUVDO&RGH
RI&RQGXFWLWVHOI,QDGGLWLRQWRWKHELQGLQJUXOHVFRQFOXVLRQVGUDZQIURPWKHFDVH
ODZ RI WKH FRXUWV DQG WKH GDWD SURWHFWLRQ DXWKRULW\ DUH DGYLVHG WR EH WUHDWHG DV
FRPSXOVRU\UHTXLUHPHQWV-XULVGLFWLRQVSHFL¿FFRGHVRIFRQGXFWDUHJUHDWKHOSZKHQ
collecting these binding rules.
2.2.2. Preparing the appropriate internal documentation
2QFHWKHUXOHVDUHFROOHFWHGWKHLQWHUQDOGRFXPHQWDWLRQFRPSO\LQJZLWKWKHPKDV










:KLOH ¿OOLQJ LQ WKH $SSOLFDELOLW\ 6WDWHPHQW WKH GDWD FRQWUROOHU WKRURXJKO\
H[DPLQHV LWVRZQGDWDSURFHVVLQJSURFHGXUHVDQGPDNHVDFDWDORJXHRI WKHP ,Q

















in the course of data processing.
3ULYDF\3ROLF\
The implementation of the Code technically means the creation of an internal 




12.1 of the Code expressly requires it).
,QIRUPDWLRQGRFXPHQWV
2QH RI WKH NH\ UHTXLUHPHQWV FRQFHUQLQJ WKH SURWHFWLRQ RI SHUVRQDO GDWD LV WKH
appropriate and detailed information of those concerned.71 Section 6 of the Code 
expressly provides that employees must be informed. A possible method of informing 
employees is to refer to the relevant privacy policy in respect of matters of detail 
ZKHQLQIRUPLQJHPSOR\HHVDERXWWKHIDFWRIGDWDFRQWUROOLQJ
$FFRXQWRIVHFXULW\PHDVXUHV
Taking appropriate data security measures is a further statutory requirement. As it 
LVH[SUHVVHGLQ&KDSWHULWLVKDUGWRVD\ZKDWDFWXDOPHDVXUHVDUHUHTXLUHGWR
DFKLHYHVWDWXWRU\FRPSOLDQFH,QIRUPDWLRQVHFXULW\VWDQGDUGVPD\SURYLGHJXLGDQFH




2.2.3.  Adjusting the actual operation of the organisation  
to the documentation
2QFHWKHDERYHVWHSVKDYHEHHQWDNHQWKHUHLVRQO\RQHWKLQJWKDWFDQHQVXUHWKH
HQIRUFHPHQWRI WKH&RGHQDPHO\ LI WKRVH ODLGGRZQ LQ WKHGRFXPHQWVGHVFULEHG







A key element in the implementation of the privacy policy can be the appropriate 
WUDLQLQJRIWKHHPSOR\HHVWDNLQJSDUWLQGDWDSURFHVVLQJZKLFKLVDOVRSURYLGHGIRU
LQ WKH&RGH+RZHYHUFDUU\LQJRXW WKH LQIRUPDWLRQVHFXULW\DQGGDWDSURFHVVLQJ
training programmes is not a trivial task at all, but participants can be made 




establishment of a system described in the previous section. The audit is to assess 
the compliance of this system.
1RZZHZRXOGOLNHWRGHVFULEHWKHPHWKRGRORJ\RIWKHDXGLWDQGFHUWL¿FDWLRQRI
data protection management systems. When developing this methodology, auditing 
GRHV QRW KDYH WR EH ³UHLQYHQWHG ´ ¿QDQFLDO DXGLWLQJ DQG PDQDJHPHQW V\VWHPV
DXGLWLQJKDYHDVXEVWDQWLDOOLWHUDWXUHDQGSUDFWLFHDQGWKHUHDUHVRPHZLGHO\XVHG
VSHFLDOPHWKRGRORJLHVIRUDXGLWLQJGDWDSURWHFWLRQPDQDJHPHQWV\VWHPVDVZHOO$V
it has already been mentioned, the methodology described in this chapter relies on 
WKHQRUPV\VWHPRIWKH,62IDPLO\RIVWDQGDUGVUHODWLQJWRPDQDJHPHQWV\VWHPVDQG
WKHLUFHUWL¿FDWLRQ73 the relevant Workshop Agreements of the CEN and the auditing 
PHWKRGRORJ\GHYHORSHGE\WKH,QIRUPDWLRQ&RPPLVVLRQHURIWKH8QLWHG.LQJGRP
7KH ZRUNVKRS DJUHHPHQWV HODERUDWHG E\ WKH (XURSHDQ &RPPLWWHH IRU
6WDQGDUGL]DWLRQ SURYLGH JHQHUDO WHFKQLFDO GHVFULSWLRQV ZKLFK JHQHUDOO\ FDQ EH
given in the form of an algorithm)74DQGDUHTXLUHPHQWV\VWHPLQWKHDUHDRIGDWD
protection on the basis of the data protection directive. Thus for example a checklist 











 ,62,(&  ,QIRUPDWLRQ WHFKQRORJ\ ± 6HFXULW\ WHFKQLTXHV ± 5HTXLUHPHQWV IRU
ERGLHVSURYLGLQJDXGLWDQGFHUWL¿FDWLRQRILQIRUPDWLRQVHFXULW\PDQDJHPHQWV\VWHPV
 ,62,(&  ,QIRUPDWLRQ WHFKQRORJ\ ± 6HFXULW\ WHFKQLTXHV ± *XLGHOLQHV IRU
information security management systems auditing
74  Turning the text of statutory instruments and regulations into the form of an algorithm and 
creating from it a formally accountable system of requirements is not an easy task but is essential 
ZKHQLWFRPHVWRSHUIRUPLQJDQDXGLW+RZWRWXUQDSULYDF\SROLF\LQWRDQDOJRULWKPKDVLWVRZQ
fascinating special literature but this direction of research exceeds the limits of this study (on this 





ƒ ,QWHUQDO SURFHGXUHV LQVWUXFWLRQV RU JXLGHOLQHV UHJDUGLQJ WKH REOLJDWLRQ WR
notify the authorities.
ƒ $QQRXQFHPHQWVOHWWHUVDQGOHDIOHWVRQGDWDSURWHFWLRQ




ƒ ,QWHUQDOSURFHGXUHV LQVWUXFWLRQVRUJXLGHOLQHV IRU FROOHFWLQJ DQGSURFHVVLQJ
personal data.
ƒ ,QWHUQDO UHJXODWLRQVSURFHGXUHV LQVWUXFWLRQVRURWKHUJXLGHOLQHVFRQFHUQLQJ
















ƒ ,QVWUXFWLRQV UHJDUGLQJ VHFUHF\ DQG KDQGOLQJ VHFXULW\ LQFLGHQWV DQG V\VWHP
faults.
ƒ &RQWUDFWVZLWKGDWDSURFHVVRUVLQFOXGLQJGHWDLOHGUXOHVRQGDWDSURFHVVLQJ
ƒ 'RFXPHQWDWLRQ FRQFHUQLQJ WKH SHULRGLFDO FKHFNV RI FRPSOLDQFH ZLWK OHJDO
provisions (internal and external audits, inspections by the authorities).
ƒ 3HUPLVVLRQ IURP FRPSHWHQW DXWKRULW\ WR WUDQVIHU GDWD DFURVV LQWHUQDWLRQDO
borders, binding corporate rules (BCR), evidence regarding the appropriateness 








complaints about personal data protection.










ƒ *XLGHOLQHV UHJDUGLQJ ZKDW WR GR LQ FDVH RI QHZ FKDQJHG RU VWRSSHG GDWD
processing operations.






2.3.1. The provisions of the Code of Conduct on auditing
$VLWKDVDOUHDG\EHHQPHQWLRQHGZKHQGHYHORSLQJWKH&RGHRI&RQGXFWWKHDLP
ZDV WR FUHDWH D V\VWHPRI QRUPVZKLFK FDQEH FHUWL¿HG6HFWLRQRI WKH&RGH
provides for the assessment of compliance and the explanation attached to it lists the 
UHTXLUHPHQWVRQWKHEDVLVRIZKLFKFRPSOLDQFHRUQRQFRPSOLDQFHFDQEHHVWDEOLVKHG
7KH&RGHVSHFL¿HV WKDW WKHFRQGLWLRQRI WKH LVVXDQFHRIDFHUWL¿FDWH LVDSRVLWLYH
DXGLWUHSRUW7KHFHUWL¿FDWHLVYDOLGIRUWKUHH\HDUVWKHFRQGLWLRQRIZKLFKPD\EH
an annual internal audit required on the basis of the audit report.
$XGLWLQJDQGFHUWL¿FDWLRQFDUULHGRXWLQOLQHZLWKWKH&RGHRI&RQGXFWLVEDVLFDOO\
D V\VWHP DXGLW SHUIRUPHG E\ DQ LQGHSHQGHQW H[WHUQDO RUJDQ DQG TXDOL¿HV DV D
FRPSOLDQFHDXGLWZLWKUHJDUGWRWKHVXEMHFWPDWWHURIWKHLQVSHFWLRQDVLWH[WHQGVWR
the actual operation (the practice of data controlling) of the data controlling 
organisation in addition to the documentation.
2.3.2. The point(s) of reference for compliance
,WVHHPVUHDVRQDEOHWREULHÀ\VWDWHH[DFWO\ZKLFKQRUPLVWKHEDVLVRIWKHH[DPLQDWLRQ
RI FRPSOLDQFH )LUVWO\ DQG IRUPDOO\ WKH DQVZHU LV FOHDU WKH IXO¿OPHQW RI WKH
requirements of the universal Code of Conduct must be examined during the audit.
+RZHYHUWKH&RGHLWVHOISUHVFULEHVWKDWWKHGDWDFRQWUROOHUVKDOOFRPSO\ZLWKDOO
relevant domestic and international binding rules; consequently their collection is 
LQGLVSHQVDEOHGXULQJ LPSOHPHQWDWLRQ ,W IROORZV WKDW LQ WKH FRXUVHRI FRPSOLDQFH
DVVHVVPHQWFRPSOLDQFHZLWKWKHVHUXOHVLVSDUWRIWKHVXEMHFWPDWWHURIWKHLQVSHFWLRQ
WRZKLFKQDWLRQDOMXULVGLFWLRQVSHFL¿F&RGHVJLYHJUHDWKHOS
Finally, issues related to information security should be mentioned as a special 
area. The Code refers to this requirement in general but it is hard to determine in 
JHQHUDOZKDWDFWXDOPHDVXUHVFRPSO\ZLWKWKHVHSURYLVLRQVLQHDFKFDVH
309
2.3.3. The audit process
3ULQFLSOHV
&HUWDLQJHQHUDOSURYLVLRQVXQGHU,62,(&FRQFHUQLQJWRDXGLWRIPDQDJHPHQW
systems such as the requirements of impartiality, independence and incompatibility 
EHWZHHQ WKH DXGLWHG RUJDQL]DWLRQ DQG WKH DXGLWRUV ZKLFK DUH DOVR H[SUHVVO\ ODLG





development of the data protection management system as a consultant cannot be 
the auditor of that particular system.
'H¿QLQJWKHVFRSH
7KH ¿UVW DQG PRVW LPSRUWDQW LVVXH LQ WKH FRXUVH RI DXGLWLQJFHUWL¿FDWLRQ LV WKH
GH¿QLWLRQ RI WKH VFRSH LQ RWKHUZRUGV WR GHWHUPLQHZKLFK DUHDV RUJDQLVDWLRQDO
XQLWVDQGZKLFKLQVWDQFHVRIGDWDSURFHVVLQJLWFRYHUV76 The scope of the auditing 
SHUIRUPHGRQWKHEDVLVRIWKH&RGHEDVLFDOO\RYHUODSVZLWKWKHVFRSHRIWKH&RGHLW
extends to all instances of data processing related to monitoring by technical means 
in employment relationships at all organisational units of the given data controller.
The scope of the audit carried out on the basis of the Code of Conduct cannot be 





$XGLWLQJ VKRXOG EH FDUULHG RXW LQ OLQHZLWK D VFKHGXOH SUHSDUHG LQ DGYDQFH DQG
ZKLFKLVVSHFL¿HGLQWKHDXGLWSODQ7KHDXGLWSODQLQFOXGHV±DPRQJRWKHUV±WKH
purpose of the audit, the list of the audit criteria and other documents, the scope of 
the audit, the members of the audit team, their responsibilities, the time, venue and 
expected duration of the on the spot audit activities etc.77
Both on the spot audit activities and the inspection of documents may be necessary 
in the course of an audit in the interest of collecting audit evidence. Any document 
concerning data processing78DQGDQ\GRFXPHQWREWDLQHGGXULQJDSHUVRQDOLQWHUYLHZ
can qualify as audit evidence.
7KHDSSOLFDELOLW\DXGLWDQGWKHFRPSOLDQF\DXGLWZKLFKDUHUHIHUUHGWRDVWKHWZR
types of audit, can be regarded as phases of the audit.797KHVHWZRSKDVHVDUHZHOO
76  06=(1,62
77  06=(1,62




completeness of the collection of rules relevant to the organisation and the compliance 
RIWKHLQWHUQDOUHJXODWLRQVZLWKWKHVHUXOHVVKRXOGEHH[DPLQHGZKLOHLQWKHVHFRQG
URXQGWKHFRPSOLDQFHRIWKHDFWXDOSUDFWLFHRIWKHGDWDFRQWUROOLQJRUJDQLVDWLRQZLWK
these internal regulations should be examined.
)LQGLQJVRIWKHDXGLW
$VDUHVXOWRIWKHDXGLWWKHFRPSOLDQFHRUQRQFRPSOLDQFHRIWKHZKROHRUSDUWVRI







The last step of the process of auditing is the preparation of an audit report. The 
report contains the most important parameters of the audit (such as its purpose, 
scope and the name of the client), the time and the venue of the on the spot audit 
DFWLYLWLHVWKHDXGLWFULWHULDDQGWKH¿QGLQJVRIWKHDXGLW80
&HUWL¿FDWLRQ
Some of the advantages of an audit81 can be exploited only if the efforts taken to this 




UHTXHVWHG IURP WKH RUJDQLVDWLRQ DXWKRUL]HG WR LVVXH WKLV FHUWL¿FDWH WKDW LV WKH
5HVHDUFK &HQWHU IRU ,QIRUPDWLRQ DQG &RPPXQLFDWLRQV 7HFKQRORJ\ /DZ RI WKH
8QLYHUVLW\RI3pFV)DFXOW\RI/DZ7KHFHUWL¿FDWHFDQEHLVVXHGXSRQWKHVXEPLVVLRQ
RIDSRVLWLYHDXGLWUHSRUWQRWROGHUWKDQWKUHHPRQWKV7KHFHUWL¿FDWHDXWKRULVHVWKH
given data controller to use the Privacy Seal of a Privacy Friendly Workplace.
Privacy Seal of a Privacy Friendly Workplace
80  MSZ EN ,62
81  See Chapter 1.3.3.
